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06 oGecneennu Ge30MaCHOCTH NEPCOHATLHBIX 1A HH ux obpaborke
B HH()OPMALHOHHBIX CHCTEMAX MePCOHATBHBIX JaHHBIX MOY I[OII «JIMIII Ne 19»

YupaBJji€eHHA 110 KYJAbTYpE€ a/IMHUHUCTPAIIUH MYHHUHIIAJIBHOI'O oﬁpazosanuﬂ
«I'opoa CapartoB»

1. Hacrosimee Ilonoxenue ycranaBnuBaer TpeboBaHus K  obecriedeHnio
0e30macHOCTH MEepCOHATBbHBIX JAHHBIX NpU HMX 00paboTke B WH(MOPMALMOHHBIX
cucTeMax IePCOHAIBHBIX JIAHHBIX, IPEJICTABISIONMX CcO0OM  COBOKYITHOCTb
NIePCOHAIBHBIX JaHHBIX, COJEpKAIIMXCs U 6a3ax AaHHBIX, a TAKKe HHPOPMALIMOHHBIX
TEXHOJIOTHH M TEXHUYECKUX CPEICTB, MO3BOJIIIONIUX OCYIIECTBISITh 00paboTKy TaKux
NepCOHANIBHBIX JTAaHHBIX C HCIOJh30BAHUEM CpPEJICTB aBTOMATH3alMU (Ianee -
UH()OPMALIMOHHBIE CUCTEMEI).

[Ton TeXHUYECKHMMH CpPEICTBAMH, ITO3BOJSIOMIMMU OCYIIECTBISITH 00paboTKy
MEPCOHAJIBHBIX JaHHBIX, IMOHUMAIOTCS CPEICTBA BBIYUCIIMTENIBHON TEXHUKH,
UHGOPMAIMOHHO-BBIYUCIIUTENIbHBIE KOMIUIEKCHI M CEeTH, CPEJCTBA U CHUCTEMBI
nepejayu, npueMa U 0OpabOTKM IEpCOHANBHBIX MTaHHBIX (CPEICTBA M CHUCTEMBI
3BYKO3aIlMCH, 3BYKOYCHJEHHUS, 3BYKOBOCIIDOM3BEIEHMUS, I[I€PErOBOpPHBIE U
TeJIEBU3UOHHBIE YCTPOUCTBA, CPE/ICTBA U3rOTOBICHHUS, THPAXKUPOBAHUS JOKYMEHTOB U
JPYrue TeEXHUYECKHe Cpe/IcTBa 00paboTKy peueBol, rpadudeckoit, Buaeo- 1 OyKBEHHO-
¢ poBoit HHGOPMALIMHK ), TPOTPAMMHEIE CPe/ICTBa (ONEepalMOHHbIE CUCTEMBI, CHCTEMbI
yIpaBieHus 6a3aMu JaHHBIX U T.I1.), CPEACTBA 3aIIUTH HHGOPMALIMH, IPUMEHSIEMBIE B
UH(OPMALIMOHHBIX CUCTEMAX.

2. be30omnacHOCTs TePCOHANBHBIX JAHHBIX JIOCTUTAeTCsl ITyTeM HCKIIIOUSHMUSI
HECaHKIIMOHUPOBAHHOT'O, B TOM YHCJIE CIIy4allHOTO, I0CTYyIa K IIEpCOHAIbHBIM [[aHHBIM,
pe3yJIbTaTOM KOTOPOIO MOXET CTaTh YHUYTOXKEHUE, H3MEHEeHue, OJOKMpOBaHHE,
KOITMPOBaHKWEe, pACIPOCTPAaHEHHE IepCOHANBHBIX JAaHHBIX, a TaKKe HMHBIX
HECaHKIIMOHUPOBAHHBIX AEHCTBUM.

Be30macHoCTh MePCOHANBHBIX AaHHBIX MPH UX 00paboTke B MH()OPMAIMOHHBIX
cucreMax 00ecredyuBaeTcsi C MMOMOIIBIO CHCTEMbI 3aIUThI NEPCOHAIBHBIX JaHHBIX,
BKJIIOUAIOLIEH OpraHU3alOHHbIE MEPhI M CPEJICTBA 3all[UThl HH(pOpMaIMK (B TOM YUCie
wudpoBaibHple  (KpunTorpaduueckue)  CpeicTBa,  CPEACTBa  NPENOTBpAILCHHs
HECAHKIIMOHUPOBAHHOTO JOCTYINa, YTEYKH MHMOPMAIHUM 0 TEXHUYECKMM KaHaiam,
IPOrpaMMHO-TEXHMYECKUX BO3IEHCTBMI Ha TEXHHYECKHME Cpe/cTBa 00paboTKM
MIePCOHANBHBIX JIAHHBIX), @ TaKXKe MCIOJIb3yeMble B HH(OPMALMOHHON CcHCTeMe
MH(OPMALIMOHHBIE TEXHOJOTHH. TexXHHYEeCKHe M IPOrpaMMHBIE CPEICTBA JOJKHBI
Y/IOBIETBOPSTH YCTAHABIMBAEMbBIM B COOTBETCTBHH C 3aKOHOATEILCTBOM PoCCHICKOM
Menepanuu TpeGOBAHKUSIM, 00ECIICUMBAIOLINM 3aIUTY KHYOPMALIUH.

Jlns obecrieyeHus: 6€30MaCHOCTH [EPCOHATBHBIX AaHHBIX NPH UX 00paboTke B
MH(QOPMALMOHHBIX CHCTEMaxX OCYLIECTBISIETCS 3allu1a peuyeBod uHpopMaluu H
uHdopMalKK, 06pabaTeIBAEMOM TEXHHYECKHMU CPEJICTBAMH, a Takxke HHpopmauuu,
Npe/CTaBIeHHON B BHIe WHGOPMATHUBHBIX JJIEKTPUYCCKUX CHTHAJIOB, (QU3UYECKUX



nosiel, HocuTenel Ha 6yMa)KHOM, MarHUTHOM, MarHUTHO-ONTUYECKON ¥ MHOM OCHOBE.

3. Mertoabl U crocoObl 3amuUThl UHGOPMALMA B HHGOPMALMOHHBEIX CHUCTEMax
ycranasnuBatorcss DenepanbHO  CIyk00H 1O TEXHMYECKOMY M OKCIIOPTHOMY
kouTpomo u DepepansHoi cimyx60it Ge3omacHoctu Poccuiickoit ®enepauuy B
npezenax uX MOJTHOMOYMH.

JIoCTaTOYHOCTh MPHUHATHIX Mep 10 obecrnedyeHnto 0e3011acHOCTH NEePCOHAIbHbIX
JAHHBIX MpU UX 00paboTke B MHMOPMAIMOHHBIX CHCTEMax OLIEHMBAETCS IIpU
MPOBE/ICHUH I'OCYIapCTBEHHOI'O KOHTPOJISI M HAaA30pa.

4. PaboTsl 110 obecrieyeHnio 0€30I1aCHOCTU IEPCOHAIBHBIX MNAHHBIX NPU HX
06paboTke B ”HGOPMALIHOHHBIX CHCTEMAX SIBIISIOTCS HEOThEMJIEMOM YacThio paboT 1o
CO3JJAHUIO MH(POPMAIIMOHHBIX CUCTEM.

5. CpencrtBa 3amuThl  MHGOpMAaNMM, IpPUMEHSEMble B HMH()OPMALMOHHBIX
cucTeMax, MODKHBI B YCTAHOBIIEHHOM IIOPSIKE NPOXOAUTH IMPOLEAYpPY OILECHKHU
COOTBETCTBHSI.

6. UVHpopMmalMOHHBIE CHCTEMBl  KIACCU(PUUUPYIOTCS B CTPYKTYpHBIX
O/Ipa3/ie/IeHHAX, OCYIIECTBISIOMUX 00paboTKy NepCOHAIbHBIX [JaHHBIX, a TaKXke
ONpEe/IE/SIIOIIMX e ¥ COoflepXKaHHe o00paboTKM IEepCOHANbHBIX AaHHBIX, B
3aBHCUMOCTH OT OOBbema 00pabaTbiBaeéMbIX HMMH IEpPCOHATBHBIX JIAaHHBIX M YIpo3
0€e30MacHOCTH KU3HEHHO BaXKHBIM HHTEpecaM JIMYHOCTH, 00IIeCTBa U rOCy1apCTBa.

[Topsinox mpoBeneHHs KiacCHDHKAMK HHGOPMALMOHHBIX CHCTEM OIpEIesieH
ITpukazom ot 13 depanst 2008 roma Ne 55/86/20 «O6 yreepxaenun Ilopsiika
IpoBeeHus KiacCH(UKauu HHOOPMAIMOHHBIX CHCTEM IIEPCOHAIBHBIX HaHHBIX»
coBmectHO DesepanbHONM Ciyx00H MO TEXHHMYECKOMY M SKCIIOPTHOMY KOHTPOJIIO,
DenepansHoii ciyx6oit 6ezomacHoctH Poccuiickoit Penepauun 1 MUHUCTEPCTBOM
nH(MOPMAIMOHHBIX TEXHOIOTHH U cBsi3u Poccuiickoit Menepauuu.

7.06MeH TepCOHANBHBIMY JAQHHBIMU NpH MX 00paboTke B MHPOPMALMOHHBIX
CHCTEMaX OCYIIECTBIJISETCS 10 KaHajaM CBS3M, 3alllUTa KOTOPBIX obecreyrBaercs
MyTeM pealu3alMd COOTBETCTBYIOUIMX OPraHU3allMOHHBIX Mep W (WiM) MyTeMm
MPUMEHEHUS] TEXHUYECKUX CPEJICTB.

8. Pasmenienne MH(OPMALMOHHBIX CHCTEM, CIelUanbHOe O0Opy/IOBaHHE |
oXpaHa IOMEIIEHUH, B KOTOPBIX BejeTcsl pabora C MEepCOHAIBHBIMU JIAHHBIMH,
opraHusainus pexuma obecriedeHus G€30MaCHOCTH B ITUX MOMELICHHUSX JOJKHBI
obecreynBarh COXPaHHOCTb HOCUTENEH MepCOHANBHBIX JAaHHBIX U CPEJCTB 3alIUTHI
vH(OPMAIINH, a TaKXKe UCKIII0YaTh BO3MOXXHOCTh HEKOHTPOIMPYEMOT0 IPOHUKHOBEHHUS
WM TIpeOBIBaHMS B 9TUX ITOMEIIEHHUSX TOCTOPOHHMX JIMLL.

9.Bo3MOXKHBIe KaHaIbl YTeYKH HHpOpMauUuu npu o6paboTke MepcOHAIbHBIX
JaHHBIX B MH(OPMAIMOHHBIX cucTeMax onpeaensiorcs PeaepanbHoi ciryxGoi mo
TeXHHYECKOMY M 3KCTIOPTHOMY KOHTpoio i dezepanbHoi ciyxboi GesonacHoCTH
Poccuiickoit Meepalyiy B pezenax uX MoTHOMOYMH.

10. Be3omacHOCTh MEPCOHANBHBIX JAAHHBIX IIPH UX 06paboTke B MH)OPMALMOHHON
cucteMe 00ecreunBaeT oIepaTop WM JIMIO, KOTOPOMY Ha OCHOBAaHHH [0roBOpa
oreparop nopy4aer 06paboTKy MepCcOHabHBIX JaHHBIX (Aajnee - YNOIHOMOYEHHOE
mano).  CyIIeCTBEHHBIM  yC/OBMEM  JOroBopa  sBNseTcss  OOsI3aHHOCTB
YHOJIHOMOYEHHOr0 Jidla 00ecnedyuTbh KOHGUIAECHUNATBHOCTh MEPCOHAILHBIX
JTAHHBIX ¥ UX 6€301acHOCTh pu 00paboTke B MHGOPMALIMOHHON CUCTEME.

11. ITpu 06paboTKe NepCOHANBHBIX JaHHBIX B MH(QOPMAIMOHHON CHCTEME JI0JDKHO
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OBITH OGecneueHo:

a) MpOBENEHHE  MEpPONpPHSTHI, HalpaBIICHHBIX ~ Ha  MpeJOTBpalleHue
HECaHKIIMOHUPOBAHHOTO JOCTYNa K NEPCOHATBHBIM JaHHBIM 1 (unmm) mepenava ux
JIMLaM, He HMEIOLUKMM I1paBa JI0CTyIa K TaKoif uHbOpMaLy;

0) cBoeBpeMeHHOE obHapyxeHue (akTopos HECaHKUMOHMPOBAHHOTIO JOCTyNa K
TaKo# MH(pOpManuy;

B) HEJIONYILIEHUe BO3JEICTBHS Ha TEXHHIECKHE CPE/ICTBA aBTOMATU3UPOBAHHOM
00paboTKH nepcoHaTbHbBIX AQHHBIX, B PE3YJIbTATE KOTOPOIO MOKET GBITH HapyIIeHO UX
(ynximonnposanmue;

I) BOSMOXHOCTB He3aMe UTHTE BHOIO BOCCTAHOBJICHMS! I€PCOHANBHBIX JaHHbIX,
MOIMQUUAPOBAHHBIX MM YHHYTOXKEHHDIX BCJICICTBHE  HECAHKIIHOHMPOBAHHOIO
JOCTyIIa K HUM;

M) IIOCTOSIHHBIA KOHTPOIIb 06ecredenus YPOBHS 3alIIMIIEHHOCTH [1E€PCOHATBHBIX
JIQHHBIX.

12.Meponpusitus o o6ecneveno 0e30macHOCTH NepCOHATBHBIX TaHHBIX IIPU UX
06paboTke B MHMOPMALHOHHEIX CHCTeMax BKJTIOYAIOT B ceOs:

a) ompeieNleHne Yrpo3 6e3onacHoCTH TIEPCOHATIBHBIX JIAHHBIX NP HX 06paboTke,
(opMHpOBaHKe Ha MX OCHOBE YaCTHOI MOJIEIH YIpo3;

0) paspaGoTky Ha oOcHOBe wacTHOI MOJCIH  yIpo3 CHUCTEMBI  3alIUTHI
IIEPCOHANIBHBIX JAHHBIX, obecrneynBaromeit HEHTPAIM3ALIMIO [Pe/IIIoIIaraeMbIX yIpos ¢
HCIONb30BAHUE  METOAOB M CINOCOGOB  3aIMTHI NEPCOHANBHBIX  [TAHHBIX,
[IpElyCMOTPEHHBIX [UIsl COOTBETCTBYIOMIErO KJIacca MH(QOPMAIIMOHHBIX CHCTeM;

B) IPOBEPKY T'OTOBHOCTH CPCACTB 3alIMTBl MHGOPMALMU K HCIONB30BAHUIO C
COCTaBJIEHHEM 3aKJIIOYCHHUS O BO3MOKHOCTH UX 9KCILTyaTaluy;

T) YCTAHOBKY M BBOJA B OKCILTyaTalMIO CPeACTB 3allMThl MHGOPMALUM B
COOTBETCTBHUH C IKCILTYyaTAllMOHHO-TEXHUYECKOL JOKYMEHTAaIMEH’;

/1) o6y4eHue I, HCTIONB3YIOLIHX CPe/ICTBa 3alUTBI HHPOPMALIMH, TPHUMEHSEMbIE
B HH(QOPMAIIMOHHBIX CHCTEMaX, NpaBuiIaM paboThI ¢ HUMHU;

€) y4eT MPUMEHSEMBIX CPEACTB 3alllHTb MHPOPMALINHY, SKCIUTYaTalHOHHON N
TEXHUYECKOM JOKyMEHTALMK K HUM, HOCHTeIeit NIePCOHANILHBIX JaHHBIX;

XK) y4eT JIML, JONMYINEHHBIX K paboTe ¢ mNepCOHANBHBIMH [aHHBIMH B
MH(QOPMANOHHOI cHcTeMe;

3) KOHTPONIb  COOMIOHEHMS YCIIOBUH  HCTIONB30BAaHMSI  CPEICTB  3aIHThI
UHbOpMaIuH, IIPEIyCMOTPEHHBIX IKCIUTYaTAllHOHHON U TEXHUYIECKO JIOKyMEHTalIHelH;

M) pasOMpaTelbcTBO M COCTABJICHHE 3aKIIOYeHUH 10 (hakTaM HecobIroeH s
YC/IOBHH XpaHeHHs HOCHTENEeH NepCOHATbHbIX A@HHBIX, MCIIOJb30BAaHHE CPE/ICTB
3aUIMTEI HHOPMAIIHH, KOTOPBIE MOTYT NIPUBECTH K HApYUIEHUIO KOH(DUICHIIHATBHOCTH
TICPCOHANILHBIX JaHHBIX WJIM IPYTUM HApYUICHHUSIM, IPUBOISIIAM K CHIDKEHHUIO YPOBHsI
3AIIMIICHHOCTH [€PCOHANBHBIX JaHHBIX, pa3paboTKy W npuHATHE Mep 10
TPEAOTBPAIICHHIO BO3MOXKHBIX OIACHBIX I10C/IECTBHI MOI06HBIX HapyIICHHH;

K) ONMCaHHE CUCTEMBbI 3alUTHI [IePCOHANIBHBIX JIAHHBIX.

13. Jlns paspabotku wu OCYUICCTBIICHUSl MEPOIIPUSITHH 10  oOecreueHuto
0e30MacHOCTH NepCOHANBHBIX JaHHBIX Ipd UX 00paGoTke B MHOPMAIMOHHOM
CHCTIEME  ONEpaToOpOM HIIM  YIOJIHOMOYEHHBIM JIMIIOM  MOJKET Ha3HAYaThCsI
CTPYKTYPHOE IOpa3sJe/ieHue MM JAOJKHOCTHOE JIMIIO (paboTHHK), OTBETCTBEHHBIE 32
obecniedenue Ge3omacHoCTH NI€PCOHAJIBHBIX HaHHBIX.
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14. Jluua, noCcTynm KOTOPHIX K INEPCOHAIBHBIM J@HHBIM, 00pabaThIBaeMbIM B
MHOPMALMOHHOH cHCTeMe, HeOOXOANUM MUIsl BBIIIOJIHEHUS CITyKeOHBIX (TPYIOBbIX)
00sI3aHHOCTEH, OMyCKAIOTCSl K COOTBETCTBYIOLIMM [I€PCOHANBHBIM JaHHBIM Ha
OCHOBaHHH CITUCKA, yTBEPXKJIEHHOIO OIIEPATOPOM MJIH YITOJTHOMOYEHHBIM JIULIOM.

15. 3anpocel  monb3oBateneil MHOOPMALMOHHONW CHCTEMBI Ha MOJNyYEHHE
NIEPCOHANIBHBIX MaHHBIX, BKJIOYass JIMI, yKa3aHHBIX B IyHKTe 14 HacTosIuero
[Tonoxenust, a Taike (GaKThl MPELOCTABIEHUS MEPCOHATBHBIX JAHHBIX 10 HTHM
3ampocaM  PErucTpUpYIOTCS aBTOMATU3MPOBAHHBIMU CPEJICTBAMH HMH(DOPMAIMOHHOM
CHCTEMBI B 3JIEKTPOHHOM XypHaie obpamienuii. CoepikaHne 3JIeKTPOHHOTO KypHaia
oOpaleHuii epuoMIeCcKH IPOBEPSIETCS COOTBETCTBYIOMIMMHU JIOJKHOCTHBIMMU JHLAMH
(paboTHuKamMK) onepaTopa MK yIIOJIHOMOYEHHOTO JHIIA.

16.1lpu obGHapyxeHUM HapylIeHWH MOPSAKA NPEJOCTABIEHUS MEPCOHATBHBIX
JaHHBIX OINIEPATOP MK YIIOJHOMOYEHHOE JIMIIO He3aMeUTUTEIbHO TPUOCTAHABINBACT
NpeI0CTaBISHUE NEPCOHATBHBIX TaHHbIX I10JIb30BATENISIM UHGOPMAIIMOHHOM CHCTEMBI
J10 BBISIBIICHUS IPUYMH HAPYIICHUH ¥ YCTPAHEHHS 3THX [IPUYMH.

17. Peannsauns tpeboBanuii no obecrneueHuro Ge30macHOCTH MHOOPMALMK B
CPEe/CTBaX 3alMThl MHPOPMALIMK BO3JIaraeTcsi Ha UX pa3paboTYNKOB.

18.Pe3ynbraThl OLEHKH COOTBETCTBHMS M (MIIM) TEMAaTHYECKUX HCCIIEI0BAHMIMA
CPE/ICTB 3aIlUThl MH(OPMALIMH, NMpeJHA3HAYEHHBIX Ul oOecrieyeHus: 6e30MacHOCTH
NIEPCOHAJIBHBIX ~TaHHBIX NP MX 00paboTke B HH(YOPMALMOHHBIX CHCTEMAaX
OLICHUBAIOTCSL B XOJ€ OIKCIEPTH3bI, OcyuecTBIsieMoit DenepanbHol ciyx6oit 110
TEXHHYECKOMY M IKCIOPTHOMY KOHTpomo U DenepanbHoit ciyxboii Ge3onacHocTH
Poccuiickoii Ddenepaniny B mpeaenax ux MOJTHOMOYMIA.

19.K cpencrBam 3ammThl MHGOPMANMH, NpeIHA3HAYEHHBIM Ul obecrneueHus
Ge30MacHOCTH MEPCOHATBHBIX IAHHBIX NpH UX 06paboTke B MH(OPMAIMOHHBIX
cUcTeMax, IPUJIaraloTCs NpaBuila M0JIb30BaHUsI STUMH CPEACTBAMHU, COMIACOBAHHBIE C
DenepanbHOM CIy)00# M0 TEXHMYIECKOMY M SKCIIOPTHOMY KOHTPOIIO U DeepanbHoi
ciyx0oi 6esonacnoct Poccuiickoit Penepaiu B pejienax ux nojHOMOYHA.

W3smenenne ycioBMH NpPUMEHEHHs CpPEACTB  3alMThl  MHpOpMAaNuy,
[peJyCMOTPEHHBIX YKa3aHHBIMM IIpaBUJIaMH, COIJIACOBBIBAETCS C JTHUMU
(eepanbHBIMKE OpraHaMy HCIIOJTHUTEILHOMN BJIACTH B NPEJIesaX UX MOJTHOMOYHI.

20.CpenctBa 3amuThl HMHpOpPMAIMH, MpeJHa3HAYEHHbIE I obecredeHus
0€30MacHOCTH MEPCOHANBHBIX [aHHBIX INpH HMX 006paGoTke B MH(DOPMALMOHHBIX
cucTemMax, IOJIeKAT Yy4YeTy - C MHCIOJb30BAHMEM MHJEKCOB WIJIH  YCJIOBHBIX
HAaMMEHOBAHUM M PErMCTPAaUMOHHBIX HOMEpoB. [lepeyeHb HHIEKCOB, YCIOBHBIX
HaMMEHOBAHUH ¥ PEerUCTPALMOHHBIX HOMEPOB omnpeensercs: DenepanbHoi Ciryk00i
II0 TEXHHYECKOMY M 3KCIIOPTHOMY KOHTpoutio i DeiepaibHoii cityx6oi 6e3omacuoctr”
Poccuiickoii denepannu B npenenax ux MoJTHOMOYHIA.
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